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Smart tools. Responsible use. Better public service.
Together, let’s build a digital-first Sarawak Civil Service.
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Navigating Al in the Sarawak Civil Service

A STRATEGIC PLAYBOOK AND COMPLIANCE COMPASS BASED ON STATE CIRCULAR BIL. 4/2025

()
S,
To provide Sarawak Civil Servants with a practical understanding of Artificial Intelligence (Al), its

appropriate use in daily government tasks, and the relevant policies, risks, and ethical considerations to
.| ensure safe, responsible, and effective adoption in line with Sarawak State Circular Bil. 4/2025 and SDE 2030. :
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1. Practical Understanding 2. Strategic Alignment 3. Ironclad Compliance
Master the fundamentals of Anchor Al adoption to the Navigate the strict policies,
Artificial Intelligence and its ambitious goals of SDE 2030 and cybersecurity risks, and ethical

appropriate daily use. PCDS 2030. boundaries mandated by Sarawak

State Circular Bil. 4/2025.
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Core Competencies for the Digital Civil Servant

Learning Outcomes: By the end of this session, participants will be able to...

o o U EE 8 e
Explain Relate Apply Identify
the basic concept of Al adoption to Sarawak State ethical risks and
Al and how it differs Sarawak’s direction Circular Bil. 4/2025 inappropriate uses
from traditional under SDE 2030 and in daily work. of Al.
systems. PCDS 2030. |
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Sarawak Civil Service Digitalisation Unit 3




About Me

Edward Baran Anak Aeries
Pegawali Tadbir, N9 ~
SCSDU

Data Management Section

Tel: 019 894 0697, Email: edwardba@sarawak.gov.my

Background
« 15+ years in data & research (peatland / environmental

data)
« Transitioned into government digitalisation & analytics

since 2024
« Peminat Liverpool #Y NWA
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Presenter Notes
Presentation Notes
“Before we start, just a quick introduction so you know where I’m coming from.
I’m from the Sarawak Civil Service Digitalisation Unit, and my main role is in data management—especially through initiatives like SDMS and our data cataloguing programs.
I also conduct training for agencies, so I see first-hand the challenges officers face—whether it’s managing data, preparing reports, or dealing with multiple requests at the same time.
More recently, I’ve been involved in AI-related initiatives, including what we are developing internally like i-SCS
Before joining the SCSDU, I spent over 15 years working with data in research and my postgraduate studies was developing a neural network model to simulate eco-hydrological processes namely in peat swamp forest So 
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Telefon Am: 082 - 313751 | Faks: 082 - 449002
Laman Web: https://premierdept.sarawak.gov.my

SURAT PEKELILING ICT BILANGAN 4 TAHUN 2025

DARIPADA : Setiausaha Kerajaan Sarawak

KEPADA % Semua Setiausaha Tetap Kementerian
Semua Ketua Jabatan Sarawak
Semua Residen Bahagian
Semua Ketua Badan Berkanun Sarawak
Semua Setiausaha Pihak Berkuasa Tempatan
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SALINAN : Semua Timbalan Setiausaha Kerajaan Sarawak
KEPADA
PERKARA : GARIS PANDUAN PENGGUNAAN KECERDASAN BUATAN (Al)

DALAM PERKHIDMATAN AWAM SARAWAK

GARIS PANDUAN PENGGUNAAN
KECERDASAN BUATAN (Al) DALAM
T Tt PERKHIDMATAN AWAM SARAWAK

1.1.Pekeliling ini bertujuan untuk memaklumkan dan menguatkuasakan pelaksanaan Garis
Panduan Penggunaan Kecerdasan Buatan (A/) Dalam Perkhidmatan Awam Sarawak. (V‘l 2025)

RUJUKAN  : JPS/UDPA/100-1/2/3 JLD 1 (6) TARIKH : 17 SEPTEMBER 2025

2. LATAR BELAKANG

2.1.Garis Panduan Penggunaan Kecerdasan Buatan (Al) dalam Perkhidmatan Awam

Sarawak diperkenalkan sebagai langkah strategik untuk memperkasa penyampaian DISEDIAKAN OLEH :
perkhidmatan awam dan menyokong agenda transformasi digital Kerajaan. Al
berperanan sebagai pemangkin penyampaian perkhidmatan yang lebih cekap, pintar, UNIT DIGITALISAS| PERKHIDMATAN AWAM (SCSDU)

inovatif dan responsif, selaras dengan visi Strategi Pembangunan Pasca-Covid 19
(PCDS) 2030 serta Sarawak Digital Economy Blueprint (SDE) 2030 untuk merealisasikan
Kerajaan digital yang dipacu data serta teknologi. (-3)
scsdU
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5CS: Digital First, Future Ready
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What is Al?

Al simulates human cognitive functions like problem-solving,
pattern recognition, and language translation.

Traditional Software I Artificial Intelligence

Al is your “Smart
Assistant”—an adaptive

Follows explicit, fixed rules. Requires tool to speed up processing, Learns from data patterns. Adapts over
manual input for every specific output (e.g,, | | not a replacement for time to handle complex inputs (e.g.,
rigid payroll processing or static databases). human judgment. adaptive chatbots and predictive analytics).

|
{
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Presenter Notes
Presentation Notes
“Let’s start simple. Think of AI as a smart assistant. Unlike our traditional systems like payroll or HR, which follow fixed rules, AI can learn patterns and generate content. For example, instead of manually drafting a memo, AI can give you a first draft in seconds. Instead of reading a 20-page report, it can summarise it for you. So the role of AI is to assist—not replace—your work.”


13TH MALAYSIA PLAN

2026 - 2030

/L/

ﬂ’
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The Sarawak Vision (SDE 2030)

Alignment Constellation

AftlflCl al I nte " 'ge nce Strategic Pillar 4: Frontier Technclogies -
(catalyst) .{@? Adoption of Al opportunities in public and

private sectors.

Kerajaan Sarawak sedang memanfaatkan teknologi digital termaju,
termasuk Artificial Intelligence (Al), untuk mempertingkat perkhidmatan
kerajaan dan menambah baik landskap perniagaan.

— YAB Premier Sarawak, IDECS 2024.
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Presenter Notes
Presentation Notes
“This is not just about convenience. AI is part of Sarawak’s bigger vision under SDE 2030 and PCDS 2030. When we improve how we manage data, like through SDMS, or respond faster to agencies, we are contributing to that vision. So using AI properly is not optional—it is aligned with where Sarawak is heading.”


Using Al to speed up routine
administrative tasks and
streamline daily operations.

GDP Contribution

Boosting Sarawak’s digital
economy and generating new
state revenue streams.

Sarawak Civil Service Digitalisation Unit

Creating new, advanced
roles for an Al-competent
civil service workforce.

Al Competency

Building a resilient workforce
that is future-ready and
adaptable to technological
shifts.



Presenter Notes
Presentation Notes
“What does this mean for us? First—productivity. Tasks that take one or two hours, like drafting letters or reports, can be reduced to minutes. Second—skills. We are expected to become AI-competent officers. Third—impact. Better efficiency means better service delivery to the public. This is where AI creates real value.”


iy

Understanding the Pekeliling Al

Source: Surat Pekeliling ICT Bilangan 4 Tahun 2025

Web-Based Al Tools On-Premise Al
(e.g., ChatGPT, Gemini). Internal SCS systems governed
Readily accessible platforms operating directly by state security and data
outside Sarawak's infrastructure. Subject management frameworks.

to stringent data uploading limits.

MANDATE: Al is a catalyst and support tool only. It is NOT a replacement for human civil servants.
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Presenter Notes
Presentation Notes
“Now, very important—the Pekeliling. AI is a support tool, not a replacement. This means AI can help you draft a letter, but you are still responsible for the final output. If something is wrong, accountability is still on the officer. So we cannot blindly copy and paste AI outputs.”
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The Core Rule: Data Sovereignty (Kedaulatan Data)

'y

SDICTIONAL BOUNDARY

L

JURI

Inside Sarawak

Secure Jurisdiction

All official government data processing must stay under
State control to ensure integrity and compliance.

a
|
|
|
|
|
|
|
|
|
|
|
|

|
1
|
|
|
|
|
|
|
I
|
|
|
|
|
|
1
|
|
I
|

!
|
I
I
[
|
|
|
[
|
[
[
[
|
|
I

o ! !

o |
[
|
|
[
!
|
|
|
|
|
[
[
!
|
!
|

1)

i,
‘I._

Overseas 3rd Party Servers

The Risk Zone

Most web-based Al tools transmit and store your
B prompts on foreign servers outside the State’s control._l

Sarawak Civil Service Digitalisation Unit
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Presenter Notes
Presentation Notes
“One of the biggest risks is data sovereignty. When you use public AI tools, your data may be stored on overseas servers. For example, if you upload an internal report or Excel file, you may be exposing government data outside Sarawak’s control. That is why initiatives like i-SCS are important—because they are hosted locally.”
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Statutory Compliance & Laws

Using Al does not exempt you from existing laws. Non-compliance
can lead to severe disciplinary action under state general orders.

Sarawak Civil Service Digitalisation Unit 12


Presenter Notes
Presentation Notes
“Using AI does not mean we are exempt from laws. The Official Secrets Act, Cybersecurity Act, and PDPA still apply. For example, uploading confidential meeting minutes into AI tools can be a breach. So always ask yourself: is this information safe to share?”


i

The Danger of Hallucinations
Aatomy of an Error

I_AI can generate “hallucinated o

—>| content”—plausible but entirely factually
incorrect or “made up” information,

I_citatic;ns, or legal precedents. i

|
HALLUCINATION:
Fabricated Data,
Incorrect Citation

Mandatory Action: Cross-Verify

5 .
You must cross-verify all
Al-generated facts, figures, and
claims against official records before
presenting them to management or

the public.

JL=
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Presenter Notes
Presentation Notes
“One key danger—AI can be wrong. It can generate information that sounds correct but is actually false. For example, it may produce incorrect statistics about Sarawak. If you present that to your boss, it becomes your mistake. So always verify AI outputs using trusted sources like SDMS or official reports.”
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Sarawak Best Practices - The DO’s

Green Path Action Ledger Technical Callout

Drafting: Use Al to generate first (@00
drafts of routine letters, internal
reports, and speeches.

= = @ |)

Model Training Off

Data not used for public model training.

Summarising: Speed up your
understanding of long documents or

meeting minutes.

Effective Prompting: Learn to use Opt-Out: Always adjust privacy settings in Al
clear, specific, and structured platforms so your prompts and data are not
instructions to get accurate outputs. used to train their future public models.

Sarawak Civil Service Digitalisation Unit


Presenter Notes
Presentation Notes
“So how should we use AI? Use it for drafting—letters, emails, reports. Use it for summarising long documents. Use it to improve your productivity. For example, after a workshop, you can paste your notes and ask AI to summarise into a report. But always review and refine the output.”
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Manfaatkan Al: Aplikasi Praktikal dalam Perkhidmatan Awam

Infogratfik ini merumuskan contoh-contoh praktikal penggunaan Kecerdasan Buatan (Al) seperti yang digariskan dalam Garis Panduan Penggunaan Al
Perkhidmatan Awam Sarawak. la bertujuan menunjukkan bagaimana Al boleh digunakan sebagai alat sokongan untuk meningkatkan produktiviti dan kecekapan kerja.

Menjana Deraf
Dokumen Rasmi

Membantu merangka draf awal surat,
laporan, ucapan, dan kertas cadangan.

Menjana Cadangan
& Idea Awal

Mencadangkan nama projek, slogan, atau tema
kempen berdasarkan arahan yang ditetepkan.

Membantu

Carian Pantas

Memudahkan pencarian maklumat
dalam pelbagai dokumen seperti
manual dan pekellling.

Menyemak Ejaan
& Tatabahasa

Bertindak sebagai penyunting awal
untuk memastikan penulisan dokumen

Meringkaskan

Kandungan Panjang

Mempercepatkan pemahaman
dengan menghasilkan ringkasan padat
bagi laporan atau minit mesyuarat.

Menterjemah Kandungan

Antara Bahasa

Membantu menterjemah teks, namun
semakan akhir oleh pengguna tetap
diperlukan.

rasmi lebih kemas.

Menyediakan Bahan
Komunikasi Visual

Menjana infografik, poster, dan
— kandungan media sosial untuk
penyampaian maklumat.

Menganalisis Data

Mengenal pasti prestasi, jurang, dan
potensi penambahbaikan dasar atau
program kerajaan.

Sarawak Civil Service Digitalisation Unit



NO Personal Data

Never upload citizens’' names, IDs,
financial info, or medical records.

NO Final Decisions

Al must never be the final,
autonomous decision-maker for
approvals or policy matters.

Sarawak Civil Service Digitalisation Unit
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NO Official Secrets

Never upload documents, drafts, or
memos protected under Akta 88
(Official Secrets Act).

NO Technical Data

Never upload government source
code, server configurations, or
technical system scripts.



Presenter Notes
Presentation Notes
“Now the red lines. Never upload personal data like MyKad numbers. Never upload official secrets or confidential documents. Never use AI to make final decisions, especially for approvals. And never upload technical system details. A simple rule—if you are unsure, don’t upload.”
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Etika Penggunaan Al: Panduan Wajar & Tidak Wajar untuk Penjawat Awam

Garis panduan ini menetapkan amalan terbaik untuk memastikan penggunaan Al dalam Perkhidmatan Awam Sarawak adalah beretika, bertanggungjawab, dan
selamat. la membezakan antara tindakan yang digalakkan dengan larangan yang mesti dipatuhi untuk melindungi integriti dan keselamatan data kerajaan.

. Sahkan Fakta & Kandungan Lindungi Data Sulit | DILARANG Memuat Naik JANGAN Bergantung
‘Semak silang semua maklumat Sentiasa utamakan perlindungan Data Sensitif Sepenuhnya
janaan Al sebelum dikongsi atau maklumat rasmi, data peribadi, dan Jangan sesekali memuat naik Elakkan menggunakan Al sebagai
digunakan secara rasmi. konfigurasi sistem. dokumen rasmi sulit atau data sumber tunggal tanpa pertimbangan
peribadi rakyat. profesional anda.

Fahami Had Keupayaan Al Ambil Tanggungjawab ELAKKAN Keputusan DILARANG Mencipta
Gunakan A| sebagai a|at b.antU, bukan PenUh Akhll‘ OIe AI Maklumat Palsu
sebagai pengganti pertimbangan Anda bertanggungjawab Keputusan dasar, kelulusan, atau Jangan guna Al untuk mencipta
g profesional manusia. sepenuhnya ke atas sebarang perundangan mesti disemak oleh atau menyebar kandungan yang

kandungan yang dijana Al. manusia. mengelirukan atau menipu.

Sarawak Civil Service Digitalisation Unit 17
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Seven Principles of Al Ethics (National Guidelines)
The Ethical Shield

Privacy & Security: Transparency:
Safeguard sensitive info. Explain how Al decisions

are made.

Reliability:
Systems must be
robust against cyber
threats.

Accountability:
Humans remain
responsible for
results.

[+

Balancing Al with 2
environmental

Inclusiveness:
Ensure Al serves all
citizens.

Fairness:
Avoid bias against
specific groups.

Sarawak Civil Service Digitalisation Unit



Presenter Notes
Presentation Notes
“Beyond laws, we also have ethics. Let me highlight two. First—fairness. If AI is used to summarise feedback from districts, we must ensure it does not ignore smaller or rural areas. Second—accountability. Even if AI generates the content, you are still responsible for it.”


Pengetahuan anda disokong oleh kerangka kerja nasional yang komprehensif.

RUJUKAN UTAMA Kandungan Teras

Garis Panduan Pengadaptasian Gl p;njuan 3 il (6 Bab Utama):
Pengadaptasian | e

Kecerdasan Buatan (Al) Sektor Awam Kocgafpta e iy — = PengenalanAl
Buatan (Al) ‘ Sl
Sektor Awam,

DIKELUARKAN OLEH - Prinsip Etika

Kementerian Digital Malaysia -+ Peranan & Tanggungjawab

-+ Pengurusan Risiko
TARIKH PELANCARAN

27 Februari 2025 -+ Kaedah Pengadaptasian

+ Templat Penilaian Kendiri

Panggilan untuk Tindakan

Penjawat awam digalakkan untuk membaca dan memahami kandungan Garis Panduan ini sebagai pengetahuan asas dan
pelengkap. Sentiasa peka terhadap dasar dan garis panduan baharu yang akan diperkenalkan dari semasa ke semasa.

Sarawak Civil Service Digitalisation Unit
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The Golden Rule: Human-in-the-Loop (HITL)
Heavy Processing The Gatekeeper Verified Output

Al handles the heavy processing: A human civil servant performs The final decision is signed off
drafting, data scanning, and the mandatory review and and owned by a human.
summarizing at high speed. cross-verification.

Why? It ensures accountability, applies moral context, and
maintains citizen trust in government services.

Sarawak Civil Service Digitalisation Unit


Presenter Notes
Presentation Notes
“This is the golden rule—human in the loop. The workflow is simple: AI drafts, you review, your supervisor approves. This ensures accuracy, accountability, and trust. AI helps you work faster, but humans remain in control.”
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Global Public Sector Success Stories
Norway: ‘Frida’ < > Finland: ‘Kela-Kelpo’ "
Chatbot handled 80% of citizen Al assistant provides seamless
queries during the pandemic, multilingual social support in
drastically reducing backlog. Finnish, Swedish, and English.
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- zigggggri-s Singapore: Contactless Borders diiiiign
42333332 $3333R9q33s8s8eE
j%%_‘ig?!’ Utilizes high-tier Al-powered iris i ﬁ,;*"
I and facial recognition to securely
clear travelers.
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Presenter Notes
Presentation Notes
“Globally, governments are already using AI. Norway used chatbots to handle public queries. Singapore uses AI for border clearance. For Sarawak, we are moving towards solutions like SCSPedia—where officers can query policies and information quickly. This is where we are heading.”


"'

Your Al Roadmap: Next Steps o<

Literacy Ethics Reporting

Visit the Rakyat Digital Use the Al Ethics Checklist Report suspicious or unethical
platform for self-learning before starting new digital Al use to your Department
i resources. digital projects. Head or CDO.

Sarawak Civil Service Digitalisation Unit 22



Presenter Notes
Presentation Notes
“To conclude, start small. Use AI for simple tasks like emails and summaries. Continue learning through SDMS programs. Always apply ethics and verify your outputs. If you see misuse, report it. Let’s move forward as a digital-first, future-ready civil service. Thank you.”


YOUR ROLE
IN THE Al ERA

| STEP UP YOUR
I’ RESPONSIBILITY

Al is evolving fast —
so should you.

Continoously enhance
your knowledge and
skills in line with the
dynamic evolution of
Al technology.

000 \ Digital first.
Future ready.

Be Responsible
Use Al ethically
and securely.

Digital readiness is the
responsibility of every civil
servant to remain
relevant and effective.

FOCUS ON
WHAT MATTERS

Use Al responsibly by understanding
the key areas:

DATA ACCURACY OF MISUSE OF ETHICAL
SECURITY INFORMATION | TECHNOLOGY | IMPLICATIONS

Protect sensitive  Verify and ensure | Avoid improperor = Be aware of bias,

and confidential reliable and unauthorised use = fairness, and the
information. accurate of Al tools. impact of Al
information.

@ Follow best practices and adhere to Do’s and Don'ts.

\ i !

. - Be Informed

o ~ Keep learning and
. .

stay updated.

,

ewe ;
g Your actions shape

&

TART LEARNING
TODAY (FREE!)

Take advantage of
self-paced learning
through the

Rakyat Digital platform.

RAKYAT

@ https:/rakyatdigital.gov.my/

Be Accountable ‘ @

public trust.

Y

Be Impactful

Leverage Al to deliver
better public service.

n
0.
C

SCS: Digital First, JUTITEREEL T

Let’s work together
to embrace Al
responsibly and
build a smarter,
safer and more
efficient public
service.

IMPORTANT
REMINDER

LIFELONG LEARNING

Adopt the concept of lifelong
learning to stay relevant and
effective.

FOLLOW GUIDELINES

Follow Al guidelines,
Dao’s and Don'ts,
in all your practices.

DISCIPLINARY ACTION

Non-compliance may
lead to disciplinary action.

TOGETHER, LET’S BUILD
A SMARTER MALAYSIA.

Sarawak Civil Service Digitalisation Unit


Presenter Notes
Presentation Notes
“AI is not just a tool — it’s becoming part of how we work daily as civil servants.
This slide is about your role. Not the system, not the ministry — you.
First, we must continuously upgrade ourselves. AI is evolving very fast. What we know today may be outdated in 6 months.
Second, we must use AI responsibly. It’s not just about getting answers — it’s about ensuring data is secure, information is accurate, and we don’t misuse the technology.
For example, if you paste internal government data into public AI tools without thinking — that’s already a risk.
Third, learning is now easier than ever. Platforms like Rakyat Digital provide free courses. There’s really no excuse not to start.
And finally, this is important — these are not just guidelines. There are consequences if we misuse AI. So we must take this seriously while embracing the opportunity.”



Core Competencies for the Digital Civil Servant

Learning Outcomes: By the end of this session, participants will be able to...
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Explain Relate Apply Identify
the basic concept of Al adoption to Sarawak State ethical risks and
Al and how it differs Sarawak’s direction Circular Bil. 4/2025 inappropriate uses

from traditional under SDE 2030 and in daily work. of Al.

I_ systems. 4 I_ PCDS 2030. 4 I_ 4 l_ ‘
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Before You Use Al... Ask This

“Am | comfortable if this
appears on the front page
tomorrow?”

7
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BREAKING NEWS

“If not... don’t upload it.”

Sarawak Civil Service Digitalisation Unit 25


Presenter Notes
Presentation Notes
When this slide appears:
Pause for 2–3 seconds (let them read)
Then say slowly:
“Before you use AI… ask yourself this one question…”
Pause again
Then:
“Am I comfortable if this appears on the front page tomorrow?”
Final line:
“If not… don’t upload it.”
Close:
“Digital First, Future Ready. Thank you.”
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